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MODELLING OF SAFETY-RELATED COMMUNICATIONS
FOR RAILWAY APPLICATIONS

Purpose. The authors according to requirements of the standard valid for safety-related communication between
interlocking systems (EN 50159) analyze the situation of message undetected which is transmitted across BSC
channel. The main part is orientated to description of model with CRC code used for messages assurance across
noise communication channel. Methodology. For mathematical description of encoding, decoding, error detection
and error correction is used algebra of polynomials. Findings. The determination of the intensity of dangerous fail-
ure caused by the electromagnetic interference was calculated. Originality. To obtain information on the probability
of undetected error in transmission code and safety code and on the intensity of dangerous failure from the motel it
was created program with graphical interface. To calculate the probability of undetected error for any block code (n,
k) was created a supporting program that displays the probability of undetected error for selected interval of error bit
rate. Practical value. From the measured and calculated values obtained by the simulation one can see that with
increasing error bit rate is increasing also intensity of dangerous failures. Transmission code did not detect all cor-
rupted messages therefore it is necessary to use safety code independent on transmission code in safety-related ap-
plications. CRC is not able to detect errors if all bits are logical 0.
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Introduction niques depends on whether is the possible unau-
thorized access to the system or not. This fact is
very significant because in case of possible unau-
thorized access (malicious attacks) it is necessary
to use cryptographic techniques with secret key. If
there is no possibility of unauthorized access to the
transmission system it is used non-cryptographic
safety code (type AO0). If the unauthorized access is
possible we can achieve the safety by the transmis-
sion functions related with safety with the use of
cryptographic mechanisms (type Al). Further is
for this case used term cryptographic safety code.
In case of possible unauthorized access can be used
separate access protection layer (type BO or B1).

If the safety-related electronic system transfers
information between different entities then the
communication system is also part of a safety-
related system and must be demonstrated that the
transfer between end terminals is safe and in com-
pliance with standard EN 50159 [5]. Safety-related
communication system performs and fulfils safety
functions with defined level of safety. Such a sys-
tem includes a safety-related communication layer
which contains all necessary mechanisms to ensure
safety-related transfer of data [8]. Selection and
use of a safety code and other recommended tech-
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Corruption of the message during transmission
can be caused by the network user, by the failure
of transmission medium, by the interference of
messages or by electromagnetic noise. Errors of
this type are categorized as unintentional attacks.
They can be detected by the CRC (Cyclic Redun-
dancy Check) or by the CS (Check Sum). Evidence
of safety with respect to the safety integrity level
and the nature of the safety-related process must
demonstrate appropriateness of: probability of the
detection of random error types and ability to de-
tect all types of expected message corruption sys-
tematic types.

Safety code must be independent of the trans-
mission code what can be achieved in two ways.
One is to use different encryption algorithms and
the second is to use different configuration pa-
rameters of the same algorithm. To meet the re-
quired safety integrity level must be the probability
of undetected errors below specified limit. Safety
code must be able to detect transmission faults
(e.g. impact of EMI) and systematic faults in un-
trusted transmission system caused by hardware
failures. Safety code must also be able to detect
typical faults of transmission system.

In the paper we work with the message type A0
because we do not expect unauthorized access to
the transmission system. Each message will be se-
cured with non-cryptographic safety code
CRC-r.

Characteristic of safety code

Cyclic code is the most used code that can de-
tect several multiple burst of errors. This code is

one of the linear codes (n, k) , for which is appli-

cable the linearity property and also property that
cyclic shift of code word creates again code word
belonging to the code [6]. This feature is used in
the construction of encoders, mainly by the use of
linear shift register with feedback. From the group
of cyclic codes in most communication protocols
are used block systematic CRC codes marked
CRC-r (where r is the number of redundant bits in
the code word with length of » bits). For mathe-
matical description of encoding, decoding, error
detection and error correction is used algebra of
polynomials [7].

If is used the safety code in transmission sys-
tem it is necessary to demonstrate probability of
undetected error during transmission below the

limit defined by particular application or standard
to ensure the required safety level. Therefore it is
necessary to calculate the maximum value of prob-
ability of undetected error of code word in the
transmission system for every safety code. In case
of syndrome detecting techniques we look for
event when syndrome is zero (error was not de-
tected) but during the transmission of the code
word occurred error. This case is mathematically
expressed by probability of code word error p,,
depending on the error bit rate p, of used channel.
In the calculation are used statistical values of error
bit rate of particular transmission speeds or if it is
possible for particular application the channel is
tested.

When calculating the probability of undetected
errors are considered only errors arising due to in-
teractions that cause the interchange of symbols.
Errors to the improper synchronization are re-
solved by other safety means. The probability of
undetected error for codes with unknown weight
function can be calculated by following equation

[4]:

—k
2" i=dmin\ 1

1 n n 1 n—i
pnedg_' Z [Jp;(l_pb) . (1)

If the conjunction of n and p, is much smaller
than one (np, < 1) the sum can be approximated

by the first number of the sum. The equation 1 can
be adjusted to following:

Prea = Z,,L_k-(d:m}pbdm-(l_}’b )nidmi" (@)
where: n — total number of code bits, £ — number
of information part bits, d_;, — minimum Ham-
ming distance, p, — error bit rate of the communi-
cation channel.

The minimum Hamming distance d .. and the
length of code word n are the basis for the con-
struction of block codes. The systematic block

code (n, k) has the upper limit of achievable min-

min

imal Hamming distance given by Varshamov-
Gilbert inequality. For odd values of d_ ., applies

n

equation 3 and for even values of d . applies

equation 4. Codes where these two equations are
equal are called perfect codes [3].
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Error probability calculated according to the
equation 2 limits to the value 27 k) Z o , what is
the highest residual error rate of the code (equation
5). This value is stated as maximum value of unde-
tected error for CRC-r codes [S]. The probability
of undetected error can be then calculated by the
following equation:

pundet :2_r’ (5)

where r —number of redundant bits.

If the error is not detected by transmission code
nor safety code while the data integrity was cor-
rupted by EMI during the transmission of the mes-
sage the intensity of dangerous failure caused by
EMI A, is calculated according to equation 6

[6]:

Agvi = Psc-Pre-eor» (6)
where: py. is the probability of undetected failure
of safety code, py is the probability of undetected

failure of transmission code, p;- =1 if the trans-
mission system does not include a channel encoder

and channel decoder of transmission code, f, , is

the frequency of occurrence of corrupted mes-
sages. In case of cyclic transmission of messages
can be easily determined. In case of non-cyclic
transmission of messages is this value estimated or
set to the worst case scenario — all messages gener-
ated from the source are corrupted.

Description of realized model

Realized model of safety-related communica-
tion system with transmission code and safety code
is shown in Fig. 1. In the figure is the scheme
composed of seven blocks. Communication system
consists of transmission system and two terminal
equipment’s TE; and TE, Transmission system is
composed of a communication channel CCH, en-
coder of transmission code Erc, decoder of trans-
mission code Drc, encoder of safety code Egc and
decoder of safety code Dgc. The transmission sys-
tem is untrusted if it contains only a communica-
tion channel and transmission code. The safety
integrity level can be in this case defined as SIL 0.
To achieve higher level of safety integrity SIL 1 to
SIL 4 we have to add safety code for elimination of
communication errors which are not detected via
transmission code. The SIL level depends on the
selected safety code.

Communication svstem

Transmission svstem

(SIL 1-4)

TE,

-,

Trusted transmission system

Untrusted transmission svstem (SIL 0

EMI

h 4

Fig. 1. Safety-related communication system for two-point connection
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Fig. 2. Model with a safety code and transmission code realized in Matlab [2]

In Fig. 2 is shown the model simulating the
transfer of n messages secured with safety code
and transmission code which was constructed in
software tool Matlab, version 7.10.0 (R2010a) and
Communications System Toolbox library [2].

The model is constructed to simulate the trans-
mission of messages through safety-related com-
munication system secured by transmission code
and safety code for two-point connection. From the
point of view of ensuring the transmission we are
using the safety code and transmission code based
on CRC-r. Length of information part of the mes-
sage was set to 64 bits. In order to ensure the inde-
pendence of both types of codes was the generating
polynomial of transmission code selected from
standardized polynomials. For safety analysis we
used generating polynomial of 8th degree type
G(x)= x8+x2+x+1, which is used for example in
ATM link protocol. Safety code generating poly-
nomial was also selected from standardized poly-
nomials for safety-related applications. There was
selected polynomial of 32nd grade

G(x)=x32+x30+x27+x25+x22+x20+x13+x12+
x 1 1+x10+x8+x7+x6+x5+x4+1,
which is used for example by the European Train
Control System ETCS and if used separately it
provides integrity level SIL 2. Model is designed
so that we can simulate different error pattern. To
trigger them we use three switches (S1, S2, S3). If
we want to simulate transmission where the mes-
sages are affected only by functional block of bi-
nary symmetric channel (which generates random
errors) S1 must be in position 1, on the position of
S2 does not matter and S3 must be in position 1. If
we want to simulate transmission where the mes-

sages are affected by functional block of binary
symmetric channel and subsequently negated the
position of switches is as follows: S1 — position 2,
S2 — does not matter, S3 — position 1. If we want to
simulate transmission where all bits are set to logi-
cal 0 the position of switches is as follows: S1 —
does not matter, S2 — position 1, S3 — position 2. If
we want to simulate transmission where all bits are
set to logical 1 the position of switches is as fol-
lows: S1 — does not matter, S2 — position 2, S3 —
position 2.

Results and comments

During the time simulations of safety-related
messages we were changing the bit error rate
(BER) of the binary symmetric channel (BSC) by
changing of BER in the range 1.10-8 to 0,5 (values
less than 10-8 have shown very low error rate).
Time of the simulation was set to 100000 s for eve-
ry error bit rate of binary symmetric channel to
simulate transfer of 100000 messages with length
104 bits (64 bits of information part, safety code 32
bits and transmission code 8 bits). Each second
was sent one message [2].
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Fig. 4. Dependence of A, on p, [4]
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In the Fig. 2 is shown intensity of dangerous
failures caused by EMI in closed transmission sys-
tem which is assured by transmission and safety
codes depending on the real BER of the communi-
cation channel. The value (3,2742¢-9) is the worst
intensity of dangerous failure. This is calculated as
conjunction of the value of worst probability of
transmission code (2°*), value of worst probability
of safety code and (27) and the frequency of cor-
rupted massages, when all messages are considered
as corrupted (3600). This implies that such trans-
mission system complies with requirements for the
safety intensity level SIL 4 classified for all system
with high demand (10° < THR < 10™®).

Conclusions

The number of applications with higher SIL
(Safety Integrity Level) for which is necessary to
provide evidence of safety not only for hardware
parts and software parts but also for the communi-
cation system is growing. The authors are in this
papers dealing with the issue of safety-related
communication and types of failures that may oc-
cur during transmission of safety-related messages.
We focused on the requirements for the safety code
according to standard EN 50159 with special atten-
tion to the cyclic code on the CRC principle. Ac-
cording to requirements of the standard it is neces-
sary to demonstrate that transmission via real
communication channel with safety code meets the
required safety integrity level.

The main part of the article was orientated to
model realization that simulates transmission of
safety-related messages via communication system
with closed transmission system at the level of
two-point connection. We simulated transfer of
messages for various settings of bit error rate of
communication channel (model BSC). We also
simulated transfer of messages in extreme fault
condition as inversion of the message, all bits in
logical 0 and all bits in logical 1. We applied lim-
ited binary error channel to test the integrity of the
transfer with CRC-r safety code and transmission
code for various lengths of simulated burst of er-
rors. To obtain information on the probability of
undetected error in transmission code and safety
code and on the intensity of dangerous failure from
the motel we created program with graphical inter-
face. To calculate the probability of undetected
error for any block code (n, k) was created a sup-
porting program that displays the probability of

undetected error for selected interval of error bit
rate. We can see from the measured and calculated
values obtained by the simulation that with in-
creasing error bit rate is increasing also intensity of
dangerous failures. Transmission code did not de-
tect all corrupted messages therefore it is necessary
to use safety code independent on transmission
code in safety-related applications. CRC is not able
to detect errors if all bits are logical 0.

Acknowledgements

This work has been supported by the Educa-
tional Grant Agency of the Slovak Republic
(KEGA) Number: 008ZU-4/2015: Innovation of
HW and SW tools and methods of laboratory edu-
cation focused on safety aspects of ICT within
safety critical applications of processes control.

LIST OF REFERENCE LINKS

1. Bialon, A. Bezpieczenstwo i ryzyko na przyk-
ladzie urzadzen sterowania ruchem kolejowym /
A. Bialon, M. Pawlik // Problemy kolejnictwa. —
2014.-Z.163. - P. 25-41.

2. Cauner, R. Models of transmission systems with
cyclic code generation via SW tool Matlab for
safety-related applications ; Slovak Diploma work
/ R. Cauner ; University of Zilina. — Zilina, 2015.

3. Clark, G. C. Error—Correction Codes for Digital
Communications / G. C. Clark, Jr. and J. Bibb
Cain. — New York : Plenum Press, 1988. — 422 p.
doi: 10.1007/978-1-4899-2174-1.

4.  Communication security of industrial networks: in
Slovak Komunikacna bezpecnost’ priemyselnych
sieti / M. Franekova, F. Kallay, P. Peniak,
P. Vestenicky. — Zilina : EDIS ZU, 2007.

5. EN 50159. Railway applications. Communication,
signalling and processing systems. Safety-related
communication in transmission systems. — 2010.

6. Franckova, M. Modelovanie prenosu dat
v prostredi Matlab, Simulink a Communications
Sytem Toolbox / M. Franekova, R. Pirnik,
L. Pekar. — Zilina : Zilinska univerzita, 2014. —
218 p.

7.  Muzikarova, L. Teodria informacie a signalov /
L. Muzikafova, M. Franekova. — Zilina : Zilinska
univerzita, 2009. — 217 p.

8. Popov, G. Methods of increasing reliability of
Semi-Ergatic Systems in extreme situation /
G. Popov, M. Hristova, H. Hristov // Latest Trend
in Applied Informatics and Computing : Proc. the
3rd Intern. Conf. on Applied Informatics and
Computing Theory (17.10-19.10.2012). — Barce-
lona, Spain, 2012. — P. 225-231.

doi 10.15802/stp2016/83915

© M. Franekowa, P. Liiley, 2016

19



ISSN 2307-3489 (Print), ISSN 2307-6666 (Online)

Hayxka Ta nporpec Tpancropty. BicHuk J[HIponeTpoBcbKoro
HAI[IOHAJIBHOTO YHIBEPCHUTETY 3alIi3HUYHOrO TpaHcmopry, 2016, Ne 5 (65)

ABTOMATU30BAHI CUCTEMMU YIIPABJIIHHA HA TPAHCIIOPTI

M. ®PAHEKOBA'"", T1. JTIOJIEI?

"Kad. «Enexrporexnika», JKumiHCbKui yHIBepcHTeT, By1. YHiBepcHTeTChKa, 8215/1, Kunina, Croambka Pecry6irika,
01026, Ten. +421 (041) 513 33 46, en. nomra maria.franekova@fel.uniza.sk

TKad. «Enexrporexuixay, JKumincskuii yaisepcurer, By Yuisepcurerceka, 8215/1, JKunina, Crosariska PecrryGrika,
01026, Ten. +421 (041) 513 33 46, en. nomra peter.luley@fel.uniza.sk

MOJEJIOBAHHS IPUCTPOIB 3B'SI3KY, 11O 3ABE3IEYYIOTh
BE3IIEKY HA 3AJII3BHULAX

Merta. BiamoBigHO 10 BUMOT CTaHIApTIB 10 Oe3meyHoro 3B’sA3Ky B cucreMax mentpanizaimii (EN 50159) aBro-
pamMu IIpOaHaIi30BaHO CUTYAIliF0 HEBUABICHUX IOBIIOMIIEHB IPO TIOMHUIIKY, SIKa TIEPENAEThCS Yepe3 KaHal JABIHKO-
BO1 CHHXpOHHOI nepenavi. OCHOBHA YacTHHA CTATTi ONMHCY€ MOAETH i3 KOJOM LUKIIYHOI MEepeBipKH, sIKa BUKOPHUC-
TOBYETBCS JUIA 3a0€3MEeUeHHS JOCTOBIPHOCTI MOBiAOMIICHB, TIEPEJAHUX Yepe3 KaHAI 3B’ 43Ky ITYMOBHX IIE€PELIKOL.
Metoauka. J{jis MareMaTHYHOTO ONMHUCY KOJYBaHHS, NEKOJAyBaHHsI, BUSBICHHS 1 KOPEKIii MOMHIOK BUKOPHCTOBY-
€Tbcsl anreOpa MHorowieHiB. PesynbraTn. s orpumanHs iHpopMmauii npo AMOBIpHICTh HEBUSBICHHS MOMUIIKU
B KOJII mepenadi Ta KoJi 0e3nekH, a Takox iHpopMarlii npo iHTEeHCHBHICTh HeOe3IeYHUX BigMOB, Oyja CTBOpeHa
nporpama 3 rpadidaum iHTepdeiicom. s Toro, mobd 0OYMCIUTH BIpOTiAHICTh HEBHUSBICHHS MOMUJIKH IS OY/Tb-
saKoro 6104HOrO Kony (n, k) Oyia cTBOpeHa JOIOMIXHA ITporpama, sika BiJloOpaskae HMOBIPHICTh HEBUSIBIICHHS I10-
MUJIKH JUIsl 00OpaHoro iHTepBaly MIBUAKOCTI epenadi 0iTiB moMuiky. HaykoBa HOBU3HA. Y CTaTTi pO3paxoBYETHCS
BU3HAYCHHS  IHTGHCHBHOCTI HEOE3MEYHWX  BiAMOB, BHKIMKAHUX  CIEKTPOMATHITHUMH  IEPEIIKOJIaMHU.
IpakTHyna 3HaunMicTh. Ha OCHOBI BUMIpSIHUX Ta PO3PaXyHKOBHX 3HAYCHb, OTPUMAHUX 32 JIOMIOMOTOI0 MOJIEIIO-
BaHHS, MOXHa 3pOOUTH BHCHOBOK, IO 3i 30UTBIICHHSIM YacTOTH MOSBU OITiB OMHIIKH 3pOCTa€ TaKOX IHTEHCHB-
HicTh HeOe3neuHnx BinmMoB. Ko nmepenadi He MO)ke BHSABHTH BCi MOMIKO/KEHI MTOBITOMIEHHS, TOMY HEOOXiTHO BU-
KOPHCTOBYBATH KOJ Oe3MeKH He3aJIeKHO BiJ KOAYy Mmepedadi B JOAATKaX, MOB’sM3aHuX i3 6e3nexoro. Ko nukiigaoi
MEePEBiPKU HE MOXKE BUSIBUTH ITOMUJIKH, SIKIIO BCi OiTH jtorivHi 0.

Knrouogi crosa: piBeHb TOBHOTH 0O€3MEKHW; 3aII3HMYHI JOJATKH; TPUCTPOI 3B’ s13KiB Oe3neku; ko 6e3nexu; CRC;
Matlab; MmoaenroBaHHs
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MOJIEJMPOBAHUE YCTPOMCTB CBS3H,
OBECIIEYNBAIOINX BE3OITACHOCTbD HA KEJIE3HBIX TOPOT'AX

Heab. B coorBeTcTBUM C TpeOOBaHMSAMU CTAHIAPTOB JUIs O€30IacHOM CBs3W B cucreMax LeHTpanuianuu (EN
50159) aBropamu mpoaHAIM3UPOBaHA CUTYyallMs HEOOHAPY)KEHHBIX COOOIICHUH 00 OIMOKe, KOTOpas mepenacTcs
4Yepe3 KaHal HBOHHHOﬁ CHHXpOHHOﬁ nepeaayu. OcCHOBHAasI 4aCTh CTaTbH OIUCHLIBAET MO/J€JIb C KOOAOM HMKHHHECKOﬁ
MIPOBEPKH, UCIIOIb3YEMYIO JUIsl 00eCIIeueHHs JOCTOBEPHOCTH COOOIIEHHH, ITepeaaBaeMbIX Yepe3 KaHal CBS3W IIy-
MOBBIX nloMex. MeToauka. J[iis1 MaTeMaTH4ecKoro ONMCcaHusl KOJUPOBaHHMs, EKOIUPOBaHMs, OOHApYKEHHS U KOp-
PEKIMHU OHIMOOK UCIIONB3YeTCsl aredpa MHOrowIieHOB. Pe3yabTaTsl. s nonyuenns: HHGOPMALIUK O BEPOSTHOCTH
HEOOHapYKEeHUs OIMMOKHU B KOJIe Mepeadl U Koje 0e30MacHOCTH, a Takke MHpopMaIu 00 HHTCHCHBHOCTH OTIac-
HBIX OTKa30B, ObLJIa CO3/1aHa mporpamma ¢ rpaduyeckum unrepdeiicoMm. J{ist TOoro, 4ro0Obl BEIYHCINTh BEPOSTHOCTh
HEOOHapyKeHUsI OMKOKH 1Sl Troboro 6109HOTO Ko/a (n, k) Ob1a co3maHa BCioMorareibHas MporpaMmma, KOTopast
oToOpakaeT BEPOSITHOCTh HEOOHAPYKEHHS OIIMOKHU UIS BRIOPAHHOTO MHTEpBajia CKOPOCTH Nepeaayn OUTOB OIMIHO-
ku. HayuHnasi HoBu3HA. B craTbe paccuuThIBaeTCs ONpe/esieHHe WHTEHCUBHOCTH OMACHBIX OTKA30B, BBI3BAHHBIX
3JIEKTpOMarHUTHeIMH nomexamu. [IpakTuyeckasi 3HaYUMMOCThb. Ha OCHOBE M3MEPEHHBIX M PAaCUeTHBIX 3HAYCHHH,
TMOJYUYCHHBIX C MOMOLIBIO MOACIMPOBAHUA, MOKHO CACIIATh BbIBO, YTO C YBCJIMUYCHHUCM YaCTOThI MMOABJICHUA OHUTOB
OIMOKU pacTeT TaKKe€ WHTEHCHBHOCTH OINACHBIX OTKa30B. Kox mepenaun He oOHapy>KMBaeT BCE IMOBPEXKICHHBIE
coO0OIIeH s, II03TOMY HEOOXO0ANMO HUCIIOIb30BaTh KOJI 0€3011aCHOCTH HE3aBUCHMO OT KO TIepe/lauyl B IPHUII0KEHH-
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ABTOMATU30BAHI CUCTEMMU YIIPABJIIHHA HA TPAHCIIOPTI

SIX, CBSI3aHHBIX ¢ Oe30macHOCThI0. Kox NUKIMYecKor MPOBEPKH HE MOKET OOHApyKUTh OMIMOKH, €CIIH BCE OUTHI
JorugHbI 0.

Kniouegvie crosa: ypoBeHb MOTHOTHI OE30MACHOCTH; YKEIE3HOJOPOKHBIC TIPUIIOKEHHS, YCTPOICTBA CBsI3H 0e30-
nacHocTH; kKo 6e3onacuoctr; CRC; Matlab; monenupoBanue
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